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09/187>700 Proposed Claim Amendments 

1. (Marked up) A storage medium data protecting method of 
protecting data on a storage medium having a plurality of unit areas , comprising: 

a step of generating a random key [[data]], encrypting [[the]] said 
random key [[data]] with a password, and writing gjSff sffid encrypted random \s\t) 
key [[data]] to [[said]] the storage medium; 

a step of encrypting the data wimMeJf M generated random key 




[[data]], and writing/f^^ps^ encrypted data to [[saj^jhrst&iage medium; 

a step of reading [[the]] said encrypte^^^^|-om [[said]] the 
storage medium; 

a step of decoding [[the]] said encryptedffi^^Wth [[the]] said 
password; and 

a step of decoding the data on [[said]] the storage medium with 
^4 decoded key data, 

wherein said random key [[data]] generating step comprises: 
a step of generating a different random key [[data]] for each [[of a 
plurality of]] unit storage area of the plurality of unit storag e areas [[of said 
storage medium]!, so that said each unit storage area is assigned a ^different 



assignment of said different rando m kev to said each unit storage area being based 
on a particular unit storage area to which the data, once encrypted, is to be stored ; 
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a step of encrypting each of said different random [[key data for 
each unit storage area]] keys with said password, and 

a step of writing each of said encrypted key data to [[said]] the 
storage medium, 

wherein said data encrypting step comprises a step of encrypting the 
data with [[the]] said random key [[data]] corresponding to its said particular unit 
storage area to write the data, and 

wherein said data decoding step comprises a step of decoding the data with 
[[the]] said decoded key data, corresponding to said particular unit storage area 
where the data have been read. 
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1. (Clean forai) A storage medium data protecting method of 
protecting data on a storage medium having a plurality of unit areas, comprising: 

a step of generating a random key, encrypting said random key with 
a password, and writing said encrypted random key to the storage medium; 

a step of encrypting the data with said generated random key, and 
writing said encrypted data to the storage medium; 

a step of reading said encrypted key data from the storage medium; 

a step of decoding said encrypted key data with said password; and 

a step of decoding the data on the storage medium with said decoded 

key data, 

wherein said random key generating step comprises: 
a step of generating a different random key for each unit storage area 
of the plurality of unit storage areas, so that said each unit storage area is assigned 
a different random key than any other of the plurality of unit storage areas, and 
said assignment of said different random key to said each unit storage area being 
based on a particular unit storage area to which the data, once encrypted, is to be 
stored; 

a step of encrypting each of said different random keys with said 
password, and 

a step of writing each of said encrypted key data to the storage 

medium, 
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wherein said data encrypting step comprises a step of encrypting the 
data with said random key corresponding to its said particular unit storage area to 
write the data, and 

wherein said data decoding step comprises a step of decoding the data with 
said decoded key data corresponding to said particular unit storage area where the 
data have been read. 
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